
 

Alert 
NYDFS Proposes New AML/Sanctions Programs and Annual 
Certification Requirements for Banks, Money Transmitters and Check 
Cashers 
December 4, 2015 

On Dec. 1, 2015, the New York Department of Financial Services (“NYDFS”) issued a proposed regulation 
(the “Proposed Regulation”) that would require all depository institutions, trust companies, foreign bank 
branches or agencies, money transmitters and check cashers chartered or licensed under New York law 
(each, a “Regulated Institution”)1 to maintain a “Transaction Monitoring Program” and a “Watch List 
Filtering Program” (collectively, a “Transaction Monitoring and Filtering Program”) to detect potential 
violations of applicable anti-money laundering (“AML”) laws and regulations2 and sanctions programs 
administered by the U.S. Department of the Treasury’s Office of Foreign Assets Control (“OFAC”).3  

The Proposed Regulation would also require a Regulated Institution’s senior compliance officer (or 
functional equivalent) to certify annually to the NYDFS each April 15 that the Regulated Institution is in 
compliance with the Proposed Regulation (“Annual Certification”). Specifically, the Annual Certification 
would require the senior compliance officer to certify to the best of their knowledge that “they have 
reviewed, or caused to be reviewed” the Transaction Monitoring and Filtering Program and that “the 
Transaction Monitoring and Filtering Program complies with all the requirements of [the Proposed 
Regulation].”4 An officer who is deemed to have filed an “incorrect or false Annual Certification” may 
personally be subject to criminal penalties.5  

Scope of Transaction Monitoring and Filtering Program 
Generally, the Proposed Regulation requires that the Transaction Monitoring and Filtering Program 
reflect the Regulated Institution’s risk assessment and current legal and regulatory requirements; 
include end-to-end, pre- and post-implementation testing; be subject to on-going analysis to assess 
whether the program maps to the identified risks; and include easily understandable documentation 
articulating the program’s detection scenarios and the underlying intent and design of the program.6 In 

1 Proposed Regulation § 504.2. 
2 For federal AML laws and regulations, see 31 U.S.C. § 5311, et seq. and 31 C.F.R. Chapter X. For New York State AML regulations, see Part 115 
(3 NYCRR 115), Part 116 (3 NYCRR 116), Part 416 (3 NYCRR 416) and Part 417 (3 NYCRR 417).  
3 31 C.F.R. part 501 et seq. 
4 Proposed Regulation, Attachment A. 
5 Proposed Regulation § 504.5. 
6 Proposed Regulation § 504.3 (a) and (b). 
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addition, the Transaction Monitoring and Filtering Program must identify relevant data sources; provide 
for validation of data integrity, accuracy and quality; develop a vendor selection process (if applicable); 
be subject to governance and management oversight; and provide for funding and staffing by qualified 
and trained personnel.7  

Transaction Monitoring Program for Potential AML Violations. For the purpose of monitoring 
transactions for potential violations of AML laws and regulations, as well as suspicious activity reporting, 
the Transaction Monitoring Program must reflect “any relevant information available from the 
institution’s related programs and initiatives, such as ‘know your customer due diligence,’ ‘enhanced 
customer due diligence’ or other relevant areas, such as security, investigations and fraud prevention” 
and “include investigative protocols detailing how alerts generated by the [program] will be 
investigated, the process for deciding which alerts will result in a filing or other action, who is 
responsible for making such a decision, and how investigative and decision-making process will be 
documented.”8  

Watch List Filtering Program for Potential OFAC Violations. With respect to the filtering of transactions 
for potential sanctions programs violations, the Proposed Regulation requires each Regulated Institution 
to maintain a Watch List Filtering Program “for the purpose of interdicting transactions, before their 
execution, that are prohibited by applicable sanctions, including OFAC and other sanctions lists, 
politically exposed persons lists, and internal watch lists.”9 Thus, NYDFS is mandating that the program 
be capable of real-time transaction interdiction.  

The Proposed Regulation also states that “no Regulated Institution may make changes or alterations to 
the Transaction Monitoring and Filtering Program to avoid or minimize filing suspicious activity reports, 
or because the institution does not have the resources to review the number of alerts generated . . . , or 
to otherwise avoid complying with regulatory requirements.”10  

Notable Observations 
The requirements of the Proposed Rule are more prescriptive than the federal AML laws and 
regulations, and in some instances appear to conflate OFAC requirements with AML requirements (e.g., 
with respect to politically exposed persons). OFAC regulations do not specifically require transaction 
filtering programs. Nor do federal regulations prescribe specific elements for a transaction monitoring 
program, although guidance on transaction monitoring is set forth in the FFIEC Bank Secrecy Act/Anti-
Money Laundering Examination Manual.11 However, such federal banking law guidance is not applicable 
to money transmitters and check cashers.  

Further, the Annual Certification requirement for senior compliance officers (or functional equivalent) is 
unprecedented in the AML and sanctions area, and introduces a mechanism to hold senior compliance 

7 Proposed Regulation § 504.3(c). 
8 Proposed Regulation § 504.3(a). 
9 Proposed Regulation § 504.3(b). 
10 Proposed Regulation § 504.3(d). 
11 See FFIEC Bank Secrecy Act/Anti-Money Laundering Examination Manual at 64-68 and 152-154 (2014), available at 
http://www.ffiec.gov/bsa_aml_infobase/documents/BSA_AML_Man_2014_v2.pdf. 
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officers individually liable for the shortcomings of a Regulated Institution’s Transaction Monitoring and 
Filtering Program. While the Proposed Regulation does not explicitly set forth the criminal penalties that 
could apply in the case of a false certification, it references Section 672 of the New York Banking Law, 
which makes it a felony for any employee of a corporation subject to the New York Banking Laws to 
make a false entry in any book, report or statement with intent to deceive a corporate officer or state 
regulator.12  

The regulation will be published in an upcoming edition of the New York State Register, commencing a 
45-day notice and comment period. The effective date would be immediate on issuance of the final rule. 
A copy of the Proposed Regulation can be found here and the press release regarding the Proposed 
Regulation can be found here. 

Authored by Donald J. Mosher, Betty Santangelo, Joseph P. Vitale, Gary Stein, Seetha Ramachandran 
and Melissa G.R. Goldstein. 

If you have any questions concerning this Alert or would like assistance in preparing and submitting 
comments on the Proposed Regulation, please contact your attorney at Schulte Roth & Zabel or one of 
the authors. 

This information has been prepared by Schulte Roth & Zabel LLP (“SRZ”) for general informational purposes only. It does not constitute legal advice, and is 
presented without any representation or warranty as to its accuracy, completeness or timeliness. Transmission or receipt of this information does not create an 
attorney-client relationship with SRZ. Electronic mail or other communications with SRZ cannot be guaranteed to be confidential and will not (without SRZ 
agreement) create an attorney-client relationship with SRZ. Parties seeking advice should consult with legal counsel familiar with their particular circumstances.  
The contents of these materials may constitute attorney advertising under the regulations of various jurisdictions. 
 

 
 

12 N.Y. Bank. Law § 672. 
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