
GUEST COMMENTARY

Financial regulators are emphasizing the  
risk poor cybersecurity poses to market  
integrity and financial stability, and  
elaborating on policies and controls they  
expect the firms they oversee to have in 
place, according to Schulte Roth & Zabel 
LLP attorneys Brian T. Daly, Marc E. Elovitz,  
Robert R. Kiesel, Holly H. Weiss,  
Jacob Preiserowicz and Michael L. Yaeger. 
The attorneys say this means more scrutiny 
and increased expectations from regulators. 

Investment managers’ responsibility for 
cybersecurity has grown like compound 
returns. Every year brings developments 
that build on prior obligations. Today, 
investment managers are subject to more 
scrutiny and increased expectations from 
regulators, especially in the securities and 
futures markets.

Investment advisers have long had 
privacy obligations (e.g., Regulation S-P, 
promulgated in 2003). Managers also 
have long-standing regulatory mandates 
(under the Security and Exchange Com-
mission’s Rule 206(4)-7) to adopt and 
implement written policies and procedures 
reasonably designed to prevent viola-
tions of the Investment Advisers Act, and 
in 2013 these regulations were expressly 
interpreted by the SEC staff to require 
robust disaster recovery programs. Similar 
obligations apply under the rules of the 
Commodity Futures Trading Commission 
and the National Futures Association, or 
NFA (the self-regulatory organization for 
the futures industry). In 2015, the SEC, 
the CFTC, and the NFA all extended this 
regulatory trend and deemed cybersecuri-
ty compliance and controls to now be core 
responsibilities of investment managers.  

The SEC’s Office of Compliance Inspec-
tions and Examinations disclosed that its 
examination staff would be testing invest-
ment advisers to assess cybersecurity 
procedures and controls; CFTC Chairman 
Timothy Massad stated that cybersecurity 
was “perhaps the single most important 
new risk to market integrity and financial 
stability” and that the CFTC was work-
ing on a cybersecurity rule proposal; and 
the NFA proposed an interpretive notice 
expressly bringing cybersecurity within 

Securities, Futures Regulators Increase Scrutiny, Expectations on Cybersecurity
the supervisory obligations of commodity 
futures advisers.

The OCIE and the NFA guidance, read 
broadly and taken together, should force 
managers to ensure that they are taking 
at least the following steps:

Formal Program
 ■ All three regulators are expecting man-

agers to adopt and enforce a formal, writ-
ten cybersecurity or information systems 
security policy that is reasonably designed 
to provide safeguards that are appropriate 
to the manager’s business.

Compliance Tip: Managers without a 
written policy should act quickly to adopt 
a robust cybersecurity program. Howev-
er, managers should be wary of whole-
sale adoption of an outside consultant’s 
form policy, as it may not be sufficiently 
tailored to the manager’s business and 
risks. To the extent that the SEC, the 
CFTC or NFA have provided examples of 
specific elements that they expect to see 
in a Cybersecurity Policy (e.g., multifac-
tor authentication, dynamic updating of 
personnel access rights, patch manage-
ment practices, vulnerability scans and 
penetration testing), they should be care-
fully considered.

Governance / Oversight
 ■ Both inspection regimes require that 

the cybersecurity policy be approved and 
monitored by “senior management and 
boards of directors.”  

Compliance Tip: Meaningful involvement 
in oversight is likely to be expected by 
examiners; managers should be encour-
aging and documenting — in real time 
— a more active oversight role by senior 
personnel of the manager and fund direc-
tors. This may mean more briefings and 
meetings, and more costs.

Risk Assessments
 ■ The regulators expect managers to as-

sess and prioritize, on an ongoing basis, 
the risks associated with the use of their 
information technology systems and to 
continually tailor and revise their cyberse-
curity policies.  

Compliance Tip: Many managers adopt 
policies that are well-designed on the date 
of adoption. Risk assessment, however, 
should be a continual process; managers 
should not wait for the annual compliance 
review to reassess cybersecurity risks. 
Also, identified and prioritized threats and 
vulnerabilities should be matched to spe-
cific cybersecurity policy elements.  

Access Rights & Controls /  
Data Loss Prevention

 ■ The SEC is interested in how firms 
monitor “the volume of content transferred 
outside the firm” and thereby prevent 
unauthorized distribution of sensitive 
information by e-mail, hard copy, physical 
media or web-based file transfers.

Compliance Tip: Managers should 
perform an information transfer channel 
inventory and analysis on a periodic basis 
and compare the volume of data trans-
mitted (by channel) on a relative basis 
and over time. Corrective action should 
be taken to limit or close transmission 
channels that present an unnecessary or 
unacceptable risk of theft or loss.  

Vendor Management
 ■ After observing that “[s]ome of the larg-

est data breaches over the last few years 
may have resulted from the hacking of 
third party platforms” examiners may fo-
cus on an adviser’s vendor management.

Compliance Tip: Managers should be 
performing due diligence of vendors when 
they are selected, negotiating protections 
into vendor contracts related to access 
to firm networks or data, and monitoring 
vendors after they are on-boarded; this 
process should be documented.

Response / Recovery
 ■ The regulatory guidance expresses an 

interest in past cybersecurity incidents.
Compliance Tip: It is important to con-

temporaneously document each incident 
and the manager’s response. As this can 
be challenging for compliance personnel, 
it underscores the need to partner with 
the information security staff from as early 
a point in time as possible.
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BtIG to Hire  
after Losing  
Distressed Salesmen

european Loans Beat U.S. as returns reach 4.71% 

By Lisa aBramowicz
BTIG LLC plans to hire as many as 10 

people for its high-yield unit by July after 
losing three distressed debt salesmen with-
in the past two months.

managing director Michael Cassidy left 
the boutique investment bank this month 
and Steven Bergman, also a managing di-
rector, departed in march, according to re-
cords maintained by the Financial industry 
regulatory authority. Robert Hannigan, a 
director in the distressed-debt sales group, 
was no longer registered with the firm as of 
april 6, the records show.

BTiG more than doubled its staff in the past 
two years and is adding people after com-
petitors including Chapdelaine & Co. and 
LaBranche & Co. closed credit-trading units. 
The broker-dealers were among 70 debt-

By Karen eeuwens and emre PeKer
european leveraged loans are outperforming u.s. bank debt this year as companies 

refinance borrowings at the fastest pace since 2007, boosting prices.
western european leveraged loans have returned 4.71 percent, compared with 3.12 

percent in the u.s., according to Credit Suisse Group AG indexes. The performance 
marks a turnaround from 2010, when bank debt in america outperformed.

a 41 percent drop in european leveraged buyouts since their 2007 peak is curbing 
the amount of new loans at the same time the region’s central bank raises interest rates 
for the first time in almost three years. Funds buying speculative-grade loans in europe, 
which mainly invest in bank debt issued to fund leveraged buyouts, received $14 billion in 
repayments in the first quarter, almost double the $7.7 billion private-equity firms raised 
for takeovers in the same period.

trading startups opened in 2009 to capitalize 
on banks pulling back after the worst financial 
crisis since the 1930s. as larger companies 
recovered market share, traders that joined 
smaller businesses have left for bigger banks.

“BTiG has been a net acquirer of high 
yield/distressed talent, an area that BTiG 
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Asset Acceptance Capital Corp BB+ $250 6YRS 
IASIS Healthcare LLC Ba3 $1,235 5YRS 
Memora Inversiones N/A 260EUR 6YRS 
Ameritox LTD B2 $450 7YRS 
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MFW Caa1/B- 9.50 100.50 2.00 9.22 710
OPCCN Ca/CCC 8.25 54.20 0.08 29.65 2849
ALLY B1/B 6.75 106.00 N.A. 4.91 375
SLMA Ba1/BBB- 6.25 105.38 -0.13 4.96 284
KSU B1/BB- 8.00 111.00 N.A. 5.05 389
AXCA Caa1/B 12.75 111.00 N.A. 6.58 446
GOK B3/B- 9.75 98.00 N.A. 10.42 926
S Ba3/BB- 8.75 109.50 -0.63 7.82 333
NMG Caa1/B- 9.00 104.88 N.A. 3.62 150
F Ba2/BB- 6.63 110.60 N.A. 4.66 187
TOY B3/CCC+ 7.38 100.38 N.A. 7.31 391
SGU B2/B- 8.88 104.25 N.A. 7.92 580
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Bloomberg Brief will not publish tomorrow due to good Friday. The next edition will be monday, April 25.

Q&A
Jeffrey Werbalowsky,  
co-CEO of Houlihan 
Lokey, spoke with 
Aleksandrs Rozens 
about the high yield 
market and how it is 
spurring dealmaking. pG.5
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