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Recent massive and highly publicized data breaches should cause employee benefit plan sponsors to
reexamine their security protocols. A security breach could jeopardize employee benefit plan assets and
information. Plan data, for example, may include personally identifiable information such as social
security numbers, addresses, dates of birth, bank accounts and other financial information. Plan
sponsors should be proactive and implement (or improve existing) cybersecurity measures to comply
with their fiduciary responsibilities under the Employee Retirement Income Security Act (ERISA).

Call to Action
Plan sponsors should consider developing a cybersecurity risk management strategy and take into
account the following steps:

e Identify risks and assess current cybersecurity measures;

e Establish enhanced written security policies and procedures (e.g., email/text alerts for
account activity and multi-step authentication protocol and procedures to handle a data
breach);

e Communicate security tips to plan participants including use of strong and unique
passwords;

e Review service providers’ contracts to:
0 ensure adequacy of security protocols and use of best in class systems and software

0 negotiate indemnification provisions for losses incurred by the plan and its
participants and beneficiaries

0 require reporting of cybersecurity breaches;

e Document cybersecurity measures including any change due to a service provider’s
recommendation;

e Review fiduciary liability insurance coverage for data breach events;
e Consider purchase of cybersecurity insurance; and
e Inthe event of a breach, be active in the investigation, notice and response.
As plan sponsors seek to maintain retirement plan compliance, they should make sure cybersecurity

protection measures are in place to safeguard the personal information contained in qualified plan
records.
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