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n early November 2018, the US Department 

of the Treasury’s Office of Foreign Assets 

Control (“OFAC”) took a number of actions 

in connection with the re-imposition, or 

“snap-back,” of sanctions on Iran. As Nov. 4, 

2018 marked the end of the 180-day wind-down 

period, all US sanctions lifted or waived in 

connection with the Joint Comprehensive Plan 

of Action (“JCPOA”) were re-imposed and in full 

effect as of that date.1 On Nov. 5, 2018 — a day 

that OFAC called “its largest ever single-day 

action targeting the Iranian regime”— OFAC 

sanctioned over 700 individuals, entities, aircraft 

and vessels, including the designation of over 70 

Iran-linked financial institutions, to the Specially 

Designated Nationals and Blocked Persons List 

(“SDN List”).2

In addition, on Oct. 11, 2018, the Financial 

Crimes Enforcement Network (“FinCEN”) issued 

an advisory regarding the Islamic Republic of 

Iran’s illicit activities in the exploitation of the 

international financial system.3 The advisory 

describes typologies used by the Iranian regime 

to abuse financial systems, red flags that both 

US and foreign financial institutions should 

consider in identifying suspicious activity 

involving the Iranian regime, and, as a reminder, 

an overview of applicable Iran-related sanctions. 

Separately, on Nov. 1, 2018, President Trump 

signed an Executive Order “Blocking Property of 

Additional Persons Contributing to the Situation 

in Venezuela,”4 which specifically targets 

corruption within Venezuela’s gold sector, and 

other sectors of the Government of Venezuela 

to be identified by the Treasury as involved in 

corruption.

Lastly, with respect to Russia-related sanctions, 

in October and November, 2018, OFAC issued 

General Licenses that temporarily extend the 

time periods allowing US persons to divest 

holdings and wind-down operations or existing 

contracts that would otherwise violate Russia-

related sanctions.

I. Iranian sanctions updates
Changes with Respect to the “Snap-Back”
On Nov. 5, 2018, in an effort to exert 

“maximum pressure” on the Iranian regime, 

OFAC sanctioned more than 700 individuals, 

entities, aircraft and vessels.5 In furtherance 

of the withdrawal from the JCPOA, OFAC also 

amended the Iranian Transactions and Sanctions 

Regulations, 31 C.F.R. part 560 (“ITSR”), to 

reflect the re-imposition of sanctions.6 OFAC 

revised § 560.211 (c) to authorize the blocking of: 

All property and interests in property that 

are in the United States, that come within 

the United States, or that are or come within 

the possession or control of any US person, 

including any foreign branch, of a person upon 

determining that: (i) on or after August 7, 2018, 

the person has materially assisted, sponsored, 

or provided financial, material, or technological 

support for, or goods or services in support of, 

the purchase or acquisition of US bank notes or 

precious metals by the Government of Iran, or 

(ii) on or after November 5, 2018, the person 

has materially assisted, sponsored, or provided 

financial, material, or technological support for, 

or goods or services in support of, the National 

Iranian Oil Company (NIOC), the Naftiran 

Intertrade Company (NICO) or the Central Bank 

of Iran. 

The provisions shall not apply to persons 

conducting or facilitating a transaction involving 

the Shah Deniz natural gas field in Azerbaijan’s 

sector of the Caspian Sea and related pipeline 

projects to bring the gas from Azerbaijan to 

Europe and Turkey.

OFAC also amended an existing general license 

contained within § 560.543 of the ITSR to 

authorize certain US persons to sell personal 

property in Iran and transfer the proceeds 

to the United States if the personal property 

was acquired before the individual became a 

US person or inherited from persons in Iran. 

Previously, US persons could only sell real 

property in Iran and transfer the proceeds to 

the US under those circumstances.

OFAC has issued new FAQs, updated existing 

FAQs and archived outdated FAQs relating to 

these changes. Notably, new FAQs related to 

the “snap-back” of Iranian sanctions clarify 

that the provision or delivery of goods or 

services and/or the extension of additional 

loans or credits to an Iranian counterparty 

after Nov. 4, 2018 is sanctionable activity.7 

Non-US, non-Iranian persons may receive 

payment for goods or services fully provided 

or delivered prior to the end of the wind-

down period.8 However, US persons or 

US-owned or US-controlled foreign entities 

may not, after the relevant wind-down period, 

receive payments for Iran-related goods or 

services, including Iran-related insurance 

or reinsurance claims, even if fully provided 

or delivered during the relevant wind-down 

period9 and payments involving SDNs, 

regardless of whether they were previously 

on the Executive Order 13599 List, are not 

permitted.10 OFAC does provide certain 

authorizations and exceptions, such as for 

the provision of humanitarian and consumer 

goods to Iran,11 and OFAC will consider 

requests to engage in transactions outside of 

these parameters on a case-by-case basis.12 

FinCEN’s Advisory
On Oct. 11, 2018, FinCEN issued an Advisory 

to assist firms in detecting potentially illicit 

activities related to Iran. First, the Advisory 

describes methods used by Iran to access 

international financial systems. For example, 

the Iranian regime has a history of masking 

its illicit transactions by using senior officials 

at the Central Bank of Iran (“CBI”) to conduct 

transactions. Other methods used by the 

Iranian regime include transactions involving 

exchange houses, procurement networks, 

shipping companies, funds transfers, precious 

metals and virtual currency. The Advisory then 

describes red flags associated with each of 
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these methods. For example, the use of shell 

companies is a potential red flag associated 

with procurement networks used by Iran. Iran 

has used shell companies, front companies and 

general trading companies to procure goods 

and services related to currency counterfeiting, 

dual-use equipment and the commercial 

aviation industry. Opaque ownership structures, 

individuals or entities with obscure names 

that direct the company or business addresses 

that are residential or co-located with other 

companies are all indicators of possible shell 

companies.

Lastly, the Advisory provides an overview 

of relevant US sanctions against Iran and 

regulatory obligations applicable to US 

financial institutions, including regarding due 

diligence, the Comprehensive Iran Sanctions, 

Accountability and Divestment Act of 2010 

(“CISADA”) and Suspicious Activity Reporting.

In light of President Trump’s recent withdrawal 

from the JCPOA and the re-imposition of 

sanctions that had been lifted under the JCPOA, 

firms should consider closely the tips and 

recommendations provided in the Advisory.

II. Venezuela-Related Executive Order 
and FAQs
On Nov. 1, 2018, President Trump issued a 

new Executive Order, “Blocking Property 

of Additional Persons Contributing to the 

Situation in Venezuela,”13 designed to “counter 

rampant corruption within the Government of 

Venezuela.”14 The order blocks: 

Any person determined by the Secretary of the 

Treasury, in consultation with the Secretary 

of State: (i) to operate in the gold sector of 

the Venezuelan economy or in any other 

sector of the Venezuelan economy as may be 

determined by the Secretary of the Treasury, 

in consultation with the Secretary of State; (ii) 

to be responsible for or complicit in, or to have 

directly or indirectly engaged in, any transaction 

or series of transactions involving deceptive 

practices or corruption and the Government of 

Venezuela or projects or programs administered 

by the Government of Venezuela, or to be 

an immediate adult family member of such 

a person; (iii) to have materially assisted, 

sponsored, or provided financial, material, or 

technological support for, or goods or services 

to or in support of, any activity or transaction 

described in subsection (a)(ii) of this section, 

or any person whose property and interests in 

property are blocked pursuant to this order; or 

(iv) to be owned or controlled by, or to have 

acted or purported to act for or on behalf of, 

directly or indirectly, any person whose property 

and interests in property are blocked pursuant 

to this order.

OFAC has not yet designated persons in 

connection with this order.

The new order also suspends the entry of 

persons blocked pursuant to the order into 

the United States, prohibits making certain 

donations to such blocked persons, prohibits 

making contributions or providing funds, goods 

or services by, to or for the benefit of any such 

blocked person, and prohibits receiving the 

same from any such person. It also prohibits 

any transaction that evades or avoids, or 

has the purpose of evading or avoiding, such 

prohibitions, as well as conspiracies to violate 

the prohibitions.

Two new FAQs were published 

contemporaneously with the issuance of the 

Executive Order: FAQ No. 628 addresses the 

objective of the Executive Order and FAQ No. 

629 explains how OFAC will target those who are 

operating corruptly in sectors of the Venezuelan 

economy.

Firms should be cautious when engaging with 

persons or entities in Venezuela, particularly 

with respect to the gold industry. OFAC may 

also target additional industries determined 

by Treasury to be corrupt. The Secretary of 

the Treasury was given the express authority 

to impose sanctions on other sectors of 

the Venezuelan economy, and will do so by 

targeting “persons engaging in dishonest or 

fraudulent conduct, illicit activity, or deceptive 

transactions … with the purpose or effect of 

misappropriating Venezuelan resources in those 

sectors for personal, professional, or political 

gain.”15

III. OFAC Temporarily Extends Russia-
Related General Licenses16 
On Nov. 9, 2018, OFAC issued General License 

13G, which, among other things, authorizes 

through Jan. 7, 2019, all otherwise prohibited 

transactions and activities that are ordinarily 

incident and necessary (1) to divest or transfer 

debt, equity or other holdings in EN+ Group 

PLC, GAZ Group and United Company RUSAL 

PLC to a non-US person; or (2) to facilitate the 

transfer of debt, equity or other holdings in 

such entities by a non-US person to another 

non-US person.17 

OFAC also issued General Licenses 14C, 15B 

and 16C, which authorize, through Jan. 7, 

2019, all otherwise prohibited transactions 

and activities that are ordinarily incident 

and necessary to the maintenance of the 

wind-down of operations, contracts or other 

agreements, including the importation 

of goods, services, or technology into the 

United States, involving, respectively, United 

Company RUSAL PLC,18 GAZ Group19 and EN+ 

Group PLC or JSC EuroSibEnergo20 (or any 

other entity in which one of those entities 

owns, directly or indirectly, a 50 percent or 

greater interest) and that were in effect prior 

to April 6, 2018.

US persons participating in transactions 

authorized by these general licenses are 

required, within 10 business days after the 

expiration of the general license, to file 

a comprehensive, detailed report of each 

transaction with OFAC.

OFAC’s continued efforts to update general 

licenses reflect a recognition that compliance 

with the Russia-related sanctions can be 

complex and that it may take time to fully 

divest. Even though OFAC has issued these 

general licenses granting additional time to 

comply, US persons may need to obtain specific 

licenses to fully divest their interests. THFJ

Firms should carefully scrutinize customers and transactions 

and proceed with caution when dealing with entities with 

possible ties to the countries discussed above. Likewise, firms 

should ensure that their sanctions-screening filters are updated 

to include persons recently designated to the SDN List, keep an 

eye out for updates from OFAC relating to these sanctions, and, 

when in doubt, consult counsel. 
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aggregate client orders while accommodating 

differing arrangements regarding the payment 

for research that will be required under MiFID 

II. After MiFID II goes into effect, some clients 

within a given aggregated order may pay 

total transaction costs that include the cost 

of execution as well as research services, 

while other clients may pay different amounts 

in connection with the same order (i.e., for 

execution only) because of varying research 

arrangements or because the investment adviser 

elected to pay part or all of the research expenses 

for such clients with its own funds. 

This no-action letter allows investment advisers 

to continue to aggregate client orders while 

accommodating differing research payment 

arrangements, provided that:

•  The investment adviser implements procedures 

designed to prevent any account from 

being systematically disadvantaged by the 

aggregation of orders; and 

•  Each client in an aggregated order will continue 

to pay/receive the same average price for the 

purchase or sale of the underlying security and 

will pay the same amount for execution.

Division of Trading and Markets No-
Action Relief
The third no-action letter4 allows an investment 

adviser that pays for research through an RPA to 

continue to rely on the safe harbor provided by 

Exchange Act Section 28(e) when the investment 

adviser makes payments for research to an 

executing broker out of client assets — alongside 

payments to the executing broker for execution 

— with the research payments credited to an RPA 

administered either by the executing broker or 

a third-party administrator. This no-action relief, 

however, will only apply if the following four 

conditions are satisfied:

•  The asset manager makes payments to the 

executing broker-dealer out of client assets for 

research alongside payments through an RPA to 

that executing broker-dealer for execution;

Implications
While the steps taken by the SEC no doubt 

temporarily reduce the burden on US broker-

dealers and asset managers of complying 

with MiFID II, preserve investor access 

to research, and accommodate the EU’s 

changes without materially altering the US 

regulatory approach, it remains to be seen 

whether this interim approach to addressing 

conflicting US and EU requirements will be 

viable in the long run. 

In addition, investment advisers subject 

to SEC regulations that will be directly or 

indirectly covered by MiFID II will have to 

finalize any needed amendments to their 

expense review and allocation policies to 

confirm that they satisfy MiFID II as well as 

the new conditions and expectations set 

forth by the SEC and European Commission 

guidance. THFJ
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•  The research payments are for research 

services that are eligible for the safe harbor 

under Exchange Act Section 28(e);

•  The executing broker-dealer effects the 

securities transaction for purposes of 

Exchange Act Section 28(e); and

•  The executing broker-dealer is legally 

obligated by a contract with the asset 

manager to pay for research through use of 

an RPA.

European Commission Views
In a coordinated action, the European 

Commission published FAQ guidance addressing 

two concerns surrounding the application of 

MiFID II to EU asset managers and non-EU 

managers contractually required to comply 

with MiFID II unbundling rules (“Third-Country 

Delegates”) when they obtain research from 

third-country (i.e., US and other non-EU) broker-

dealers. 

The European Commission issued the following 

welcome clarifications:

•  EU managers and Third-Country Delegates 

may continue making combined payments for 

research and execution as a single commission 

to third-country broker-dealers, as long as 

the payment attributable to research can 

be identified separately. To this end, EU 

managers and Third-Country Delegates that 

operate an RPA for research payments must 

maintain a clear audit trail of payments 

to research providers and must be able to 

identify the amount spent on research with a 

particular third-country broker-dealer; and 

•  In the absence of a separate research invoice 

from a third-country broker-dealer, the EU 

manager or Third-Country Delegate should 

consult with the broker-dealer or other third 

parties with a view to determining the charge 

attributable to the research. In this case, the 

manager must also ensure that the supply 

of and charges for those benefits or services 

should not be influenced or conditioned by the 

levels of payment for execution services. 

FOOTNOTES

1.  Securities Industry and Financial Markets 
Association (Oct. 26, 2017) [SEC No-Action 
Letter].

2.  Section 202(a)(11)(C) of the Advisers Act 
generally excludes from the investment 
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performs investment advisory services (i.e., 
who, for compensation, engages in the 
business of advising others, either directly or 
through publications or writings, as to the 
value of securities or as to the advisability of 
investing in, purchasing, or selling securities, 
or who, for compensation and as part of 
a regular business, issues or promulgates 
analyses or reports concerning securities) and 
whose performance of such services is solely 
incidental to the conduct of his business as a 
broker or dealer and who receives no special 
compensation therefor.

3.  Investment Company Institute (Oct. 26, 
2017) [SEC No-Action Letter].

4.  Asset Management Group of the Securities 
Industry and Financial Markets Association 
(Oct. 26, 2017) [SEC No-Action Letter].
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[3] 15 U.S.C. § 78j(b).

[4]  17 C.F.R. § 240.10b-5(a)-(c). Rule 10b-5(a), (b) and (c) prohibits any 

act or omission resulting in fraud or deceit in connection with the 

purchase or sale of any security.

[5] 15 U.S.C. § 80b-6(4).

[6]  17 C.F.R. § 275.206(4)-8. Section 206(4) of the Advisers Act prohibits 

an investment adviser from, directly or indirectly, engaging in any 

act, practice, or course of business that is fraudulent, deceptive, or 

manipulative. Rule 206(4)-8(a)(1) prohibits an adviser to a pooled 

investment vehicle from making any untrue statement of a material 

fact or omitting to state a material fact necessary to make the 

statements made, in the light of the circumstances under which they 

were made, not misleading, to any investor or prospective investor in 

the pooled vehicle.

[7]  Investor alert available here, https://www.investor.gov/additional-

resources/news-alerts/alerts-bulletins/updated-investor-alert-

social-media-investing-0. See also SEC v. Craig, where the defendant 

manipulated the share price of two publicly traded companies by 

tweeting false and misleading information. Available here, https://

www.sec.gov/news/pressrelease/2015-254.html. See also SEC 

v. McKeown and Ryan, where the defendants used their website, 

Facebook and Twitter to pump up the stock of microcap companies 

and later profited by selling the shares of those companies. Available 

here, https://www.sec.gov/litigation/litreleases/2010/lr21580.htm.

[8]  Available here, https://www.fbo.gov/index.php?s=opportunity&

mode=form&id=cb35eb83b39b56d47aa531bd800dfcac&tab=co

re&_cview=0.


