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NYDFS Issues Guidance to Deter Fraud
and Manipulation in Virtual Currency
Markets

February 9, 2018

On Feb. 7, 2018, the New York State Department of Financial Services

(“NYDFS”) issued new guidance reminding all virtual currency business

entities licensed under 23 NYCRR Part 200 or chartered as limited

purpose trust companies under the New York Banking Law (collectively,

“VC Entities”) to implement measures designed to effectively detect,

prevent and respond to fraud, attempted fraud and similar wrongdoing,

and be vigilant against efforts at market manipulation (“Guidance”).[1] The

Guidance applies to all VC Entities, including those that also hold a New

York money transmitter license.

The Guidance was issued in response to what the NYDFS believes to be a

growing threat of fraud and market manipulation involving cryptocurrency

markets. These activities, which may be conducted by the personnel or

customers of a VC Entity, may involve activities such as the wrongful

manipulation of the price of virtual currency and the abuse of inside

information regarding a VC Entity’s plans to expand (or curtail) its

services. Such activities threaten consumers and also endanger the

safety and stability of all financial service institutions.

The Guidance reminds VC Entities to thoroughly evaluate operations to

determine whether certain measures may be required to combat

wrongdoing. Specifically, the Guidance directs VC Entities to develop and

implement a “written policy that:
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1. Identifies and assesses the full range of fraud-related and similar risk

areas, including, as applicable, market manipulation;

2. Provides effective procedures and controls to protect against identified

risks;

3. Allocates responsibility for monitoring risks; and

4. Provides for periodic evaluation and revision of the procedures,

controls and monitoring mechanisms in order to ensure continuing

effectiveness, including continuing compliance with all applicable laws

and regulations.”[2]

In addition, the Guidance requires VC Entities to initiate an investigation

immediately following the discovery of any suspected or actual

wrongdoing and submit a comprehensive report to the NYDFS stating all

pertinent details discovered. As soon as practicable thereafter, VC

Entities must also submit to the NYDFS an additional report of any

material developments related to the initial reported events along with (1)

a statement of the actions taken or proposed to be taken with respect to

such developments and (2) a statement of changes, if any, in the VC

Entity’s operations that have been put in place or are planned in order to

avoid repetition of similar events. A VC Entity must maintain records of

each incident of wrongdoing.

Authored by Donald J. Mosher, Betty Santangelo, Joseph P. Vitale and

Melissa G.R. Goldstein.

If you have any questions concerning this Alert, please contact your

attorney at Schulte Roth & Zabel or one of the authors.

[1] NYDFS Guidance, Guidance on Prevention of Market Manipulation and

Other Wrongful Activity (Feb. 7, 2018), available here; see also NYDFS

Press Release, DFS Takes Action to Deter Fraud and Manipulation in

Virtual Currency Markets (Feb. 7, 2018), available here.

[2] Guidance at 1-2.

This information and any presentation accompanying it (the “Content”)

has been prepared by Schulte Roth & Zabel LLP (“SRZ”) for general

informational purposes only. It is not intended as and should not be
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the advice of counsel. You should not rely on, take any action or fail to

take any action based upon the Content. This information or your use or

reliance upon the Content does not establish a lawyer-client relationship

between you and SRZ. If you would like more information or specific

advice on matters of interest to you please contact us directly.

As between SRZ and you, SRZ at all times owns and retains all right, title

and interest in and to the Content. You may only use and copy the

Content, or portions of the Content, for your personal, non-commercial

use, provided that you place all copyright and any other notices

applicable to such Content in a form and place that you believe complies

with the requirements of the United States’ Copyright and all other

applicable law. Except as granted in the foregoing limited license with

respect to the Content, you may not otherwise use, make available or

disclose the Content, or portions of the Content, or mention SRZ in

connection with the Content, or portions of the Content, in any review,

report, public announcement, transmission, presentation, distribution,

republication or other similar communication, whether in whole or in part,

without the express prior written consent of SRZ in each instance. The

contents of these materials may constitute attorney advertising under

the regulations of various jurisdictions.
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